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Controller Node nova dhcp

metad_ata agent
metadata ap! N
et /7_'7:‘J/I~C“t [ 7EI\"!221’FEE\
mt:)’::)i(;ta m:tz:)i(;ta dnsmasq dnsmasq
(tenant A) (tenant B) (tenant A) (tenant B)
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controller node 01

X-Forwarded-For: <INSTANCE_IP>
X-Instance-ID: <INSTANCE_ID>
X-Tenant-ID: <TENANT_ID>

pod

neutron
metadata agent

via unix domain socket X-Forwarded-For: <INSTANCE_IP>
X-Neutron-Network-Id: <NEUTRON_NETWORK_ID:

mE

e >

OpenStack DB

metadata-proxy

dhcp-api

HTTP request to metadata-api
with Instance IP addr and request body
via Ingress

HTTP request to fetch DHCP response info to dhcp-api pod
with instance MAC addr and VLAN ID via Ingress

compute node 01

pop_vianL Tforward LT
source iplc¥t ¥ Bvianz FE

]

I ovs bond I \
—J
I

veth | <
metadata-gw Bl

ED DUy hidsource ip routing @
listen 169.254169.254:80  gofault via veth THE L TH 1T
£BLTH W evianzpush vians 3

3B D DserverfllDIPIE tapT N1 RATRELT

metadata request

I XXX.2/23 BT VLAN IDHERE Y 2
KREEDT FLRZMES e
———Pp | tap

dhcp-gw

JO-K¥vx b

fIT

DHCP packet
with internal VLAN tag with internal vian tag
metadata request
10169.254.169.254 DHCP packet
gemu e br-int < gemu
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HV Controller

ovs bond \ .
( Ll
I OpenStack DB
br-phy
l veth | br-metadata
& D DserverfllDIPIE tapT /N1 ATERELT -
4| xXX2/23 BI-WE VLAN IDHERET 3 -
FEREEDT7 RLZAZ/ES R
br-dhcp 5 l @ | enaw
Jo—kxv2 b P9
T | T EHlF3
RK_ID: pod
br-ex Y, e
dhcp-api
Equest DHCP packet 4
bl VLAN tag with internal vian tag
DHCP packet
—> br-int emu
< i HTTP request to fetch DHCP response info to dhcp-api pq
with instance MAC addr and VLAN ID via Ingress




DHCP OVS &#l (177&)

HV t dhcp dhcp
ap .
gw api
VM ovs ovs | | Tenant

> bridge bond network

dest hwaddr | src hwaddr dest ipaddr src ipaddr | dest port | src port DHCP
FF:FF:FF:FF:FF:FF | <VM hwaddr> | 255.255.255.255 0.0.0.0 67 68 Message

DHCP Discover/Request (UDP)




DHCP OVS il (77&)

HV

in_port=<VM port>, tap dh‘::vp
udp,udp_src=68,udp_dst=67, > 9
nw_dst=255.255.255.255,
DHCP O d
actions=output:<dhcp-gw tap> J:I .
P PrIW AP~ I \ tap NHAIFB
VM e ovs ovs
bridge bond
dest hwaddr | src hwaddr dest ipaddr src ipaddr | dest port | src port DHCP
FF:FF:FF:FF:FF:FF | <VM hwaddr> | 255.255.255.255 0.0.0.0 67 68 Message

DHCP Discover/Request (UDP)
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network
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HV dhcp dhcp

gw — 5 api

VM hwaddr & VLAN ID
ZHH U TX(E

tap

VM ovs ovs | Tenant
bridge bond network
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HV dhcp dhcp

gw - api

VM [CEIDHTS
ipaddr % &

tap

VM ovs ovs | Tenant
bridge bond network




DHCP OVS il (J&D)

HV

dhc
tap P
gw
VM _-" O-VS OVS
bridge bond
dest hwaddr | src hwaddr dest ipaddr src ipaddr | dest port | src port DHCP
<VM hwaddr> <tap hwaddr> <VM ipaddr> X.X.X.2 68 67 Message

DHCP Offer/Ack (UDP)
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DHCP OVS il (J&D)

HV ta dhcp dhcp
in_port=<dhcp-gw tap>, P gw api
udp,udp_src=67,udp_dst=68,
actions=output:<VM port>

VM ovs ovs | Tenant
< bridge bond network

dest hwaddr | src hwaddr dest ipaddr src ipaddr | dest port | src port DHCP
<VM hwaddr> <tap hwaddr> <VM ipaddr> X.X.X.2 68 67 Message

DHCP Offer/Ack (UDP)
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HV Controller

ovs bond controller node 01
compute node 01 I /4
pod I
br-phy nova .
metadata api 8775
pop_vlanL Tforward L T I
source iplcXt g BvlanzFE 4
?EE veth I‘ | veth br-metadata X-Forwarded-For: <INSTANCE_IP>
metadata-gw X-Instance-ID: <INSTANCE_ID>
'O DN kldsource ip routing T * I X-Tenant-ID: <TENANT_ID>
listen 169.254.169.254:80 default via veth TIRL THWT.
pod
A4 315 SLYT=
FB L THWevlanZzpush_vland 3 br-dhcp eutron
metadata agent
T T via unix domain socket X-Forwarded-For: <INSTANCE_IP>
X-Neutron-Network-Id: <NEUTRON_NETWORK_ID
br-ex L=
metadata-proxy
A
metadata request DH
with internal VLAN tag wi

metadata request
t0 169.254.169.254
gemu » br-int HTTP request to metadata-api

with Instance IP addr and request body
via Ingress
—




Metadata OVS 5f#l (ARP / 17&)

veth metadata |
: gw
$ ip route show
169.254.169.254 dev enp1s0
proto dhcp scope link
VM oVvsS veth oVvs
> bridge bond
vlan id arpop | sender hwaddr | sender ipaddr target hwaddr target ipaddr
<tenant vlan_id> 1 <VM hwaddr> <VM ipaddr> 00:00:00:00:00:00 169.254.169.254

ARP Request

metadata
proxy

Tenant
network



Metadata OVS ¥#l (ARP / 1T

)

table=0,in_port=<VM port>,
vlan_tci=0x1000/0x1000,

arp,arp_tpa=169.254.169.254,arp_op=1,
actions=resubmit(,20)

veth
— gw

169.254.169.254

[ ] &T® ARP Request

metadata |

<tenant vlan_id>

arp op
1

<VM hwaddr>

<VM ipaddr>

00:00:00:00:00:00

TS
VM ovs Sl ovs
bridge bond

vlan id sender hwaddr | sender ipaddr target hwaddr target ipaddr

169.254.169.254

ARP Request

metadata
proxy

Tenant
network



Metadata OVS 5f#l (ARP / 17&)

table=20,
arp,arp_tpa=169.254.169.254,arp_op=1,

! —>
actions=

move:vilan_vid[0..11]->NXM_NX_REG2[0..11],
<Learn ARP>,
resubmit(,25)

veth metadata |
gw
BODI VT LAIC

[ | —RemIO-—&R

<tenant vlan_id>

arp op
1

<VM hwaddr>

<VM ipaddr>

00:00:00:00:00:00

VM ovs Sl ovs
bridge bond
vlan id sender hwaddr | sender ipaddr target hwaddr target ipaddr

169.254.169.254

ARP Request

metadata
proxy

Tenant
network



Metadata OVS 5f#l (ARP / 17&)

HV # <Learn ARP> 5¥iH

learn(

arp_tpa=NXM_OF_ARP_SPA[],arp_op=2,
load:NXM_NX_REG2[0..11]->vlan_vid[0..11],

output:in_port),

table=15,idle_timeout=10,eth_type=0x0806, >

veth metadata |
gw
BODI VT LAIC

[ | —RemIO-—&R

veth
VM ,"’ OVS et OVS
bridge bond
vlan id arpop | sender hwaddr | sender ipaddr target hwaddr target ipaddr
<tenant vlan_id> 1 <VM hwaddr> <VM ipaddr> 00:00:00:00:00:00 169.254.169.254

ARP Request

metadata
proxy

Tenant
network



Metadata OVS

=M (ARP/ {7)

table=25,

vlan_tci=0x1000/0x1000,actions=pop_vlan,
output:<metadata-gw veth>

metadata metadata
veth
gw proxy
Tenant network @
VLAN ZBRELUT
' metadata-gw N
ovs || Tenant
bond network
arp op | sender hwaddr | sender ipaddr target hwaddr target ipaddr
1 <VM hwaddr> <VM ipaddr> 00:00:00:00:00:00 169.254.169.254
ARP Request




Metadata OVS

HV

¥4l (ARP /)&D)

metadata
veth
gw
4”"” “
/""” \‘
,"/’ ‘\
veth \
VM ,"’ OVS et ‘\ OVS
bridge ' bond
/""‘ ‘\
4”‘, ‘\
/“” ‘\
’a’ \
4”” ‘\
arp op sindcirdh)clv?ddr sender ipaddr target hwaddr target ipaddr
2 metadata-gw 169.254.169.254 <VM hwaddr> <VM ipaddr>
veth hwaddr>
ARP Reply

metadata
proxy

Tenant
network



Metadata OVS 58l (ARP / |gD)

table=0,in_port=<metadata-gw veth>,
arp,arp_spa=169.254.169.254,arp_op=2,

actions=resubmit(,10)

VM

ovs veth

veth

metadata |

gw

ovs

bridge

sender hwaddr
<metadata-gw
veth hwaddr>

sender ipaddr
169.254.169.254

target hwaddr
<VM hwaddr>

target ipaddr
<VM ipaddr>

ARP Reply

bond

metadata
proxy

Tenant
network



Metadata OVS 58l (ARP / |gD)

<metadata-gw
veth hwaddr>

169.254.169.254

<VM hwaddr>

veth metadata |
gw
table=10,
actions=push_vlan:0x8100,resubmit(,15)
VLAN Header &85t
VM ovs el ovs
< bridge bond
vlan id arp op sender hwaddr | oo, ipaddr target hwaddr target ipaddr

<VM ipaddr>

ARP Reply

metadata
proxy

Tenant
network



Metadata OVS 58l (ARP / |gD)

veth metadata | metadata
table=15,idle_timeout=10,eth_type=0x0806, gw proxy
arp_tpa=<VM ipaddr>,arp_op=2,
load:<tenant vlan_id>->vlan_vid[0..11],
output:<VM port>
xEFEFBLEZDO-T
VM VLAN ID &7 ovs | veth ovs Tenant
< bridge bond network
vlan id arp op senderdhwaddr sender ipaddr target hwaddr target ipaddr
<tenant vian_id> 2 <metadata-gw 169.254.169.254 <VM hwaddr> <VM ipaddr>
veth hwaddr>
ARP Reply




Metadata OVS £l (HTTP / 17&)

veth metadata | metadata
_ gw proxy
$ ip route show
169.254.169.254 dev enp1s0
proto dhcp scope link
VM ovs veth ovs | | Tenant
> bridge bond network
vlan id dest ipaddr src ipaddr | dest port | src port HTTP
<tenant vlan_id> | 169.254.169.254 <VM ipaddr> 80 * Body
HTTP Request




Metadata OVS £l (HTTP / 17&)

table=0,in_port=<VM port>,
vlan_tci=0x1000/0x1000,

—>

[ ]

tcp,nw_dst=169.254.169.254 ,tcp_dst=80,
actions=resubmit(,20)

veth
gw

169.254.169.254
W TO HTTP Request
RIS

veth \
VM -7 oVvs et \ oVvs
bridge \ bond
f"”‘ ‘\
vlan id dest ipaddr src ipaddr | dest port | src port HTTP
<tenant vlan_id> | 169.254.169.254 <VM ipaddr> 80 * Body

HTTP Request

metadata |

metadata
proxy

Tenant
network



Metadata OVS £l (HTTP / 17&)

table=20,
tcp,nw_dst=169.254.169.254,tcp_dst=80,
actions=

move:vilan_vid[0..11]->NXM_NX_REG2[0..11],
<Learn TCP>,
resubmit(,25)

[ ] —RemIO—&R

<tenant vlan_id> <VM ipaddr> 80

VM ovs Sl \ ovs
bridge \ bond
vlan id dest ipaddr src ipaddr | dest port | src port HTTP
169.254.169.254 *

HTTP Request

metadata
veth —
. gw
wrODIITy RAIC

metadata
proxy

Tenant
network



Metadata OVS £l (HTTP / 17&)

# <Learn TCP> 5¥{H

learn(
table=15,idle_timeout=10,eth_type=0x0800,
ip_dst=NXM_OF_IP_SRC[],ip_proto=6,

tcp_dst=NXM_OF_TCP_SRC[],
load:NXM_NX_REG2[0..11]->vlan_vid[0..11],
output:in_port),

[ ] —RemIO—&R

metadata
veth —
> gw
| =1o1pY At VN N ::[ I

veth \
VM -7 oVvs et \ oVvs
bridge \ bond
f"”‘ ‘\
vlan id dest ipaddr src ipaddr | dest port | src port HTTP
<tenant vlan_id> | 169.254.169.254 <VM ipaddr> 80 * Body

HTTP Request

metadata
proxy

Tenant
network



Metadata OVS £l (HTTP / 17&)

metadata metadata
veth o

table=25, gw proxy
vlan_tci=0x1000/0x1000,actions=pop_vlan,

output:<metadata-gw veth> Tenant network M

VLAN ZfRELT
; metadata-gw N

ovs | Tenant
bond network

dest ipaddr src ipaddr | dest port | src port HTTP

169.254.169.254 | <VM ipaddr> 80 Body

HTTP Request




Metadata OVS £l (HTTP / 17&)

HV

VM

ovs
bridge

veth

veth

metadata
gw

—

metadata
proxy

VM ipaddr & Request

Body Z il U Tix{E
ovs | | Tenant
bond network




Metadata OVS £l (HTTP / IgD)

HV

VM

ovs
bridge

veth

veth

metadata |

gw

-

._0‘{‘.
civ

oo v v

metadata
proxy

VM ) Metadata %&;iRH]

ovs

bond = |

Tenant
network



Metadata OVS £l (HTTP / 1gD)

$ ip rule show table metadata
30000: from 169.254.169.254 lookup
metadata proto static

$ ip route show table metadata
default dev veth-meta-br proto static scope
link

metadata
proxy

metadata |
gw

veth

Linux @ Source Routing [C&D
| metadata-gw NSOTBOD/IT W
/ %& veth [CHIIF3

ovs Tenant

HTTP
Body

dest ipaddr
<VM ipaddr>

src ipaddr

dest port
169.254.169.254 *

src port
80

HTTP Response

bond network




Metadata OVS £l (HTTP / 1gD)

veth metadata | metadata
table=0,in_port=<metadata-gw veth>, gw proxy
tcp,ip_src=169.254.169.254,tcp_src=80,
actions=resubmit(,10)
VM ovs veth ovs | | Tenant
< bridge bond network

dest ipaddr src ipaddr dest port | src port HTTP
<VM ipaddr> | 169.254.169.254 * 80 Body

HTTP Response




Metadata OVS £l (HTTP / 1gD)

veth metadata | metadata
gw proxy
table=10,
actions=push_vlan:0x8100,resubmit(,15)
VLAN Header &85t
VM ovs veth ovs | | Tenant
< bridge bond network
vlan id dest ipaddr src ipaddr dest port | src port HTTP
<VM ipaddr> | 169.254.169.254 * 80 Body
HTTP Response




sMetadata OVS £l (HTTP / 1&D)

HTTP Response

table=15,idle_timeout=10,eth_type=0x0800, veth metav‘:ata -
ip_dst=<VM ipaddr>,ip_proto=6, 9
tcp_dst=<VM ephemeral port>,
load:<tenant vlan_id>->vlan_vid[0..11],
output:<VM port>
KEFEFZBLEZTO-T
ym _ VLANID E&57 ovs | Veth ovs
< bridge bond
vlan id dest ipaddr src ipaddr dest port | src port HTTP
<tenant vlan_id> <VM ipaddr> 169.254.169.254 * 80 Body

metadata
proxy

Tenant
network
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veth
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>
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> >
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veth haproxy
I

JO+>

DNS
—Nn

NTP
Y—Nn

LDAP
—Nn

civ

oo v v



REHRDED

e HV L CHEEZEIAVDIRICET. 7TV D ERBES T
VM NS ® undercloud ki % E1

e DHCP / Metadata / DNS / NTP / LDAP FEM#RAR 1S
B—EX%ZE HVY EOT70O+ 2 TEvl(c e

e OVS Flow Rule ZAHHU\\THRDBEER (T =HHIEL.
VLAN IBH%= {55 - o U THRO DBEERIEEIC

e Linux Source Routing TIED ME(EZ(T%& OVS
> —INANGFE







AFEEXRTCTHZU 4

o SUL\TTFYVMNEIERmICIVNEND BHIKIOHRT,
OVS & Linux Source Routing ZFUL\T undercloud
EDFRENEHIRI 3FE&

o OVS [CLBEBIELTADT—FT v VIR TY D
%g@i\ 7_:—9/320)?2"%

o Source Routing [C& > THEMN®EEZ OVS D
F—HINRITEBIFE




— B (CE<IHPERZEXSELTNET |
o SANR—KDSIRKX laaS EEOREH - :EHIC

517 A X Wl
cbﬁumgkbﬁu*uhg DNEREHCENDSB C &
CEMhHDH

SRBICHEMRFL SV Y

https://it.cyberagent.group/team/ciu/

https://www.cyberagent.co.jp/way/list/detail/id=31427
https://www.cyberagent.co.jp/way/list/detail/id=31367
https://www.cyberagent.co.jp/way/list/detail/id=29497



https://it.cyberagent.group/team/ciu/
https://www.cyberagent.co.jp/way/list/detail/id=31427
https://www.cyberagent.co.jp/way/list/detail/id=31367
https://www.cyberagent.co.jp/way/list/detail/id=29497

